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Cross-domain federated intrusion detection model under
heterogeneous data distribution
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Abstract: In the 5G/6G era, owing to the widespread interconnection of high-speed mobile communication networks
and the Internet of things, network environments are rendered more open and complex, and the severity of diverse net-
work intrusion threats is heightened. Traditional intrusion detection systems are predominantly based on centralized
architectures, under which data from each domain are required to be aggregated at a central site for analysis; as a re-
sult, risks of data silos and privacy leakage are introduced, and adaptation to diverse threats across operator domains
and networks is hindered. To address these issues, a federated learning based cross-domain intrusion detection system
model framework (Cross-FL-IDS) was proposed, in which intrusion detection models were trained locally within each
network domain and model parameters were globally aggregated and updated, by which collaborative detection of
emerging threats across domains was achieved. Under the premise that the privacy of each domain’s data was pre-
served, cross-domain feature-sharing and personalized fusion mechanisms were introduced in Cross-FL-IDS, through
which the model’s generalization to heterogeneous traffic patterns was improved.
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